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Whether you are a psychiatrist who takes insurance or one who is private pay, getting 
paid can be problematic and attempts to collect payments owed can be fraught with 
issues such as eroding the physician-patient relationship or placing your contract with a 
third party payer at risk. Although not exhaustive, this article identifies some potential 
liability issues related to collecting payment for your services.

Collecting Payment from Patients
Discussing payment expectations at the outset of treatment and implementing office 
policies and procedures is important. Prior to or at the first appointment, patients should 
receive written notice of the practice’s payment policies and should provide a signed copy 
after it is reviewed.1 Among other things, office policies should include the following:

•	 Whether the practice accepts insurance

•	 Where applicable, the insurance co-pay amount

•	 Cancellation fees for no-show or missed appointments

•	 Whether the office bills for insufficient funds fees (policy should also be posted 
prominently in the office)

•	 Delinquent account policies

•	 Collection procedures

In addition, it is prudent to obtain payment at each visit and not to let unpaid balances 
accrue. While sending a delinquent account to collections may be permissible, it could 
lead the patient to file retaliatory board of medicine or malpractice claim. If you are 
considering pursuing collection procedures, prior to doing so, consider consulting a risk 
management professional or attorney to discuss.

Storing Patient Credit Card Information
Psychiatry practices are more frequently requesting upfront payment information, 
often in the form of credit cards, in order to collect payment immediately for missed 
appointments, co-pays, etc. Although this procedure may simplify payment issues, 
requesting and storing a patient’s credit card information may subject the psychiatrist 
to ethical issues and there also may be applicable federal and state laws with which you 
should be aware. As such, psychiatrists who collect such billing information should have 
safeguards in place to protect both the confidential information entrusted to them and 
adhere to their ethical obligations to their patients. 
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Stored payment information is considered protected health information (PHI). 
Psychiatrists, therefore, are legally responsible to protect such information from 
unauthorized disclosure. Although not an exhaustive list, some of the laws and regulations 
that may come into play when storing patient credit card information include:

•	 HIPAA/state privacy laws

•	 Payment Card Industry Data Security Standards (PCI DSS)

•	 Federal Trade Commission Act (FTCA) 

Generally, there are two ways to store payment information: 1.) Photocopy the credit 
card and store the copy in the patient’s medical record (paper or electronic), or 2.) Store 
the information electronically using an online service. Each of these methods has its own 
security considerations and it is important to remember that credit card information is at a 
higher risk of breach than general health information.

HIPAA/State Privacy Laws
Regardless of how the information is stored (in hard copy or electronically), HIPAA and 
state privacy laws generally require psychiatrists to adopt “reasonable” security measures 
to protect the information. HIPAA does not define “reasonable.” However, an example of 
a “reasonable” security measure if storing patient information in a file cabinet, could be 
to lock the file cabinet and keep it in a locked room for extra security. For electronically 
stored information, “reasonable” measures could include using a HIPAA compliant storage 
program and having a Business Associate Agreement in place with the electronic storage 
provider. If you should have questions about what is considered “reasonable,” consult an 
attorney.

Payment Card Industry Data Security Standard (PCI DSS)
In addition to HIPAA, PCI DSS security standards may also apply. PCI DSS are security 
standards designed to protect cardholder data. These are not governmental standards. 
Rather, they apply to businesses through their contracts with the various credit card 
companies. Businesses that do not comply with these standards can be fined or have their 
contract with the credit card company canceled. One example of a PCI DSS standard is 
a prohibition against recording a cardholder’s 3 digit security code that is located on the 
back of each credit card.2 

Federal Trade Commission Act
The Federal Trade Commission Act (FTCA) and similar state laws may also apply to 
storing patient payment information. The FTCA’s mission is to prevent unfair competition 
methods and unfair or deceptive acts that may affect business commerce. While the 
FTCA does not prohibit storing patient payment information, similar to HIPAA, it 
requires businesses to use “reasonable and appropriate” security measures to protect 
the information. The FTCA does not define “reasonable and appropriate.” Additionally, 
among other provisions, the FTCA prohibits businesses from charging an individual’s card 
without receiving prior authorization.3 For example, if a patient previously used a credit 
card to pay for an appointment, you cannot use the credit card at a later date to charge for 
a missed appointment without first notifying the patient and receiving authorization.

What Are Your Office Billing Practices? (continued)
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Payment Plans
Many times when large balances accrue, psychiatrists will allow patients to pay off the 
balance in installments within a specified period of time. Any time that interest is charged 
or more than four installment payments are made, psychiatrists should be aware that 
Regulation Z of the Federal Truth in Lending Act (TLA) may apply, regardless of the 
payment method used to pay the installments.4 Among other things, the TLA requires 
several items be disclosed prior to executing a payment plan. 

 Among the items that must be disclosed at the outset are:

•	 Practice name

•	 Annual percentage rate

•	 Finance charge

•	 Itemization of amount financed

•	 Payment schedule

•	 Total number of payments and total amount

•	 Security interest (whether the loan is secured and if so, by what collateral)

•	 Prepayment statement (if one exists)

•	 Late payment (and whether there is a penalty) 

•	 Required deposit

•	 A demand feature (creditors may demand full payment if a patient defaults on 
payment terms) 

•	 Insurance disclosures

Billing for Missed Appointments
First and foremost, with respect to the psychiatrist’s ethical obligations regarding payment 
issues, the American Psychiatric Association’s, “Opinions of the Ethics Committee on 
The Principles of Medical Ethics With Annotations Especially Applicable to Psychiatry,” 
Sec. 2, Annotation 5 (2014), specifically permits a physician to collect fees for missed 
appointments provided that the patient is made aware of the policy ahead of time. 
Specifically, Annotation 5, Sec.2 provides:

“It is ethical for the psychiatrist to charge patients for any missed appointment that 
falls within the terms of the specific contractual agreement. Charging for a missed 
appointment or for one not canceled 24 hours in advance need not, in itself, be 
considered unethical if a patient is fully advised that the physician will make such a 
charge. This practice, however, should be resorted to infrequently and always with  
the utmost consideration of the patient and his/her circumstances.”

Again, psychiatrists should distribute and review copies of the practice’s payment 
expectations and policies at the first appointment and any time there is an addition or 
modification to the office policies.
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Conclusion
Like other professionals, psychiatrists can, at times, have difficulty getting paid for their 
services. It is important that psychiatrists understand their rights and obligations when 
enacting and implementing payment policies. It is important that psychiatrists review 
proposed payment policies with their attorneys prior to implementing them to insure 
compliance with state and federal laws. 

1  American Psychiatric Association, Online Practice Handbook, “Increasing the Success Rate of Collection Efforts,” 
(October 2014). (http://www.psychiatry.org/psychiatrists/practice/practice-management/starting-a-practice/
online-practice-handbook).

2  PCI, Security Standards Council, “PCI DSS Quick Reference Guide: Understanding the Payment Card Industry 
Data Security Standard version 3.1.,” (May 2015).

3  The Federal Trade Commission Act, Section 5, 15 U.S.C. 45.
4  The Truth in Lending Act, 12 CFR Part 226, Subpart C (Regulation Z).

 

What Are Your Office Billing Practices? (continued)

Allied World, through its subsidiaries, is a global provider of innovative property, casualty and specialty insurance 
and reinsurance solutions, offering superior client service through a global network of offices and branches. Allied 
World is the APA-endorsed carrier for the professional liability program through its strategic relationship with the 
American Professional Agency, Inc., the Program Administrator. Risk management services are provided by or 
arranged through AWAC Services Company, a member company of Allied World. 

This information is provided as a risk management resource and should not be construed as legal, technical or 
clinical advice. This information may refer to specific local regulatory or legal issues that may not be relevant to you. 
Consult your professional advisors or legal counsel for guidance on issues specific to you. This material may not be 
reproduced or distributed without the express, written permission of Allied World Assurance Company Holdings, 
AG (“Allied World”). Risk management services are provided by or arranged through AWAC Services Company, a 
member company of Allied World. 

apamalpractice.com

awac.com/risk_control

For other timely risk management topics, policyholders can access In Session, our risk 
management newsletter at apamalpractice.com.  

If you have any questions please contact the American Professional Agency, Inc. at  
877-740-1777. 


