
WHAT IS SOCIAL MEDIA? 
Social media is the use of web-based and mobile technologies  
to turn communications into an interactive dialog.1 The use 
of social media spans across all ages and all professions, 
including psychiatry. Social media is used to connect individuals 
with each other in an online format and can take on a variety  
of forms:
•  Facebook, photo sharing, social networking website (845 

million users)
•  LinkedIn, a professional networking site (135 million users)
•  YouTube, a video sharing network (4 billion views/day, 2 days 

of video uploaded every minute)2

•  Skype, a software system that allows online voice calls and 
video conferencing (34 million users online concurrently)3

•   blogs, typically interactive websites (or part of a website) 
maintained by an individual with regular entries of 
commentaries and events (over 156 million public blogs  
in existence)4

•   Foursquare, a location-based social networking site 
where individuals “check-in” at certain locations via their 
smartphones (an estimated 3 million check-ins/day)5

•   Google+, launched in June, 2011 (an estimated 90 million 
users)6,7

•  Email.

There are a number of risk considerations if using social media: 
confidentiality issues, boundary issues, professionalism concerns, 
and meeting the standard of care. When accessing or using a 
social media site to communicate with and about patients, it is 
critical to determine the degree of privacy and security available 
within that medium. Patients are entitled to confidentiality and 
whichever form of social media outlet you use, privacy remains 
of the utmost importance. Patients may agree to email you 
without regard for whether you are using an encrypted email 
system. As with written or verbal communication, bear in mind 
that at all times when using social media, you are the guardian of 
your patients’ confidentiality.

The use of social media could potentially expose you to liability 
under HIPAA and state privacy laws. Consider if one of your 
office staff breaches HIPAA when posting information online 
concerning a patient.  For example, your office assistant dealt 
with a difficult patient and later that day posts on Facebook 
about his/her interaction with that patient.  Although you may 
not have interacted with the patient directly, may not have 
been in the office at the time, and may not have observed the 
interaction, this posting could expose you to liability.  

USE OF FACEBOOK
Corresponding with patients via Facebook may present a 
unique set of issues. While Facebook is public by default, 
you can limit content to friends or a variety of other 
custom settings. However, Facebook may not necessarily be 
confidential. Use of Facebook may present boundary issues 
if you choose to interact with your patients. 

USE OF EMAIL
Email presents its own unique set of challenges.  Consider 
who may or may not be receiving your email on the other end.  
Further, what if you are communicating with a patient who 
believes the communication to be privileged? It is important 
that when engaging in correspondence with a patient, that it be 
to his/her personal (not work) account. Email sent to a patient’s 
work account may not be protected under patient-physician 
privilege – as it is accessed through a workplace rather than a 
personal device. Additionally, this does not consider whether it 
is appropriate to engage in an email exchange with a patient or if 
you are employed by a healthcare organization that may have a 
policy prohibiting email exchanges with patients.  

Social media impacts us personally and professionally on a daily basis. In the coming years, 
social media use will only continue to increase, potentially causing risk management concerns 
within your psychiatric practice. There is minimal caselaw and statutory regulations at the 
present time regarding social media. However, it is anticipated that legal challenges will arise 
and this will change in the coming years.
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As indicated, a patient may choose to communicate with 
you via email without regard to whether you have encrypted 
email. Be aware of this fact. Further, in the event that you 
do communicate with patients via email, it is a form of 
communication and should be printed and incorporated into 
the medical record.  

TEXTING
Texting also has a unique set of risk considerations. Anyone 
who uses a handheld device knows the perils of auto-correct. 
The device may auto-correct text that you may or may not have 
meant to type. Before you know it, you click send and off it goes 
with the wrong word/phrase typed. Another issue to consider 
is how do you know that the person you are sending the text 
to is the one who actually receives it? Further, if you text with 
patients but are away on vacation or unavailable, ask yourself 
what safety procedures you have in place. Finally, know if there 
are rules and regulations, as well as guidelines, on the use of 
texting applicable to your practice.  

SPECIAL CONCERNS INVOLVING SKYPE/
TELEPSYCHIATRY
There are many positive aspects of using telepsychiatry in 
treating patients or connecting with other professionals. Since 
the inception of Skype’s video conferencing capabilities in 
2006, it is becoming more widely used in healthcare, including 
within the behavioral health sector.8 If using Skype – or another 
telepsychiatry system – to treat patients, there are a variety 
of risk management and legal issues concerning safety and 
security.

First, how are you visualizing the patient and what safety 
precautions do you have in place in the event that something 
adverse were to occur?  Further, how do you know that it is a 
secure connection? Skype claims to be secure and encrypted; 
however, it is impossible to verify that the algorithms are used 
correctly, completely and at all times. Skype has been found to 
have a number of security issues.9  Your insurer may not cover 
you for claims arising from use of Skype versus another medium 
that is HIPAA compliant/encrypted.  In addition, note that using 
Skype, or another telepsychiatry system, in a state in which 
you are not licensed to practice medicine could expose you to 
liability. In the event of a lawsuit or board disciplinary action, 
it is likely that defense costs or an adverse verdict may not be 
covered by your insurer. 

In addition, how do you know if someone else is in the room 
where the patient is located? Are you aware if the session is 
confidential, i.e., is anyone else within range that can hear what 
is being discussed with the patient. Do you have policies and 
procedures in place and is your staff trained accordingly?

CONCLUSION
As with the use of any form of social media, consider whether 
you have guidelines, policies and procedures in place to address 
key issues that may arise. While this touches upon some 
safety and security issues when using social media, it does 
not constitute an exhaustive list of issues to consider. Social 
media is evolving with every click, post and blog. Just as social 
media continues to rapidly evolve, so too do the related risk 
management issues. There are a number of resources on the 
use of social media and telepsychiatry which may be beneficial 
to review. However, engaging in the use of social media should 
not be entered into lightly as its impact on psychiatry may be 
far-reaching. 
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